
The Beginner’s Guide to 
HIPAA Security Risk Analysis 

The simple step-by-step guide to help you:
• scope the assessment
• gather information
• identify potential vulnerabilities
• identify realistic threats
• assess security controls
• assess risk impact
• assess risk probability
• document findings
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Introduction
The security risk analysis (SRA) is a required implementation specification of the Health 
Insurance Portability and Accountability Act (HIPAA) Security Rule. This guide follows 
the National Institute of Standards and Technology (NIST) framework, which is the most 
commonly used method of conducting an SRA. This guide uses eight steps designed to help 
you identify, prioritize, and address risks to your data.

To best understand the security risk analysis process, familiarize yourself with the 
following terms:

ePHI: Electronic protected health information (ePHI) is personally identifiable health 
information that is transmitted by electronic media or maintained in electronic media.

Vulnerability: A flaw or weakness in system security procedures, design, implementation, 
or internal controls that could accidentally or intentionally be exercised and result in a 
security breach or violation of an organization’s security policies.

Technical vulnerabilities: 

• Holes, flaws, and weaknesses in the development of information systems

• Incorrectly configured/implemented systems

• Lack of technical safeguards (e.g. Poor password management, insufficient anti-
malware)
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Nontechnical vulnerabilities:

• Ineffective or non-existent security policies, procedures, standards, or guidelines

Threat: The potential for a person or thing to accidentally trigger or intentionally exploit a 
specific vulnerability. 

Types of threats: 

• Natural

• Human

• Environmental

Where threats occur: 

• Information systems

• Operating systems

• Physical environment

Risk Probability: The likelihood that a threat could exercise a vulnerability.

Risk Impact: The effect on an organization if a vulnerability is exercised. Impacted areas 
could include:

• Availability of systems and/or data

• Financial cost 

• Legal repercussions

• Reputational harm

Controls: Safeguards to control, mitigate, or prevent a vulnerability from being exercised. 
Safeguards include policies, procedures, and processes designed to control or prevent 
threats exercising vulnerabilities. 
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The first step of the SRA is to define the scope of the effort. The scope should 
always include:

• The reason for the assessment. Is it a response to a security incident? Is 
it a routine assessment?

• The location(s) being assessed. Will you assess the entire organization 
or a specific location?

• The technology being assessed. Will you assess hardware, software, 
and/or other electronic media?

• Additional evaluations. What other evaluations, both technical and 
nontechnical, will you assess?

Now get more specific and ask yourself:

• Where is ePHI created, received, maintained, or transmitted in the 
organization? 

• Are there remote workforce/telecommuters, removable media, and 
portable computing devices (such as laptops, external hard drives, etc.) 
that should be included in the analysis?

2 Gather Information

Next, based on the scope of the assessment, gather all relevant information. 

Identify the conditions under which ePHI is created, received, 
maintained, or transmitted. Do employees follow security procedures? Keep 
in mind that employee error or non-compliance to security protocols causes 
more than half of all reported breaches.

Use staff surveys/questionnaires and facility walk-throughs to gather 
information. Staff surveys or questionnaires give you a more accurate picture 
of daily operations. If you choose not to include staff input, document the 
reason why.

1 Scope the Assessment
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Develop a list of vulnerabilities that could be exploited by a threat source. Vulnerabilities 
are realistic technical and nontechnical areas where ePHI could be disclosed without 
proper authorization, improperly modified, or made unavailable.

Resources for identifying vulnerabilities include:

• A vulnerability scanning tool 

• The National Vulnerability Database (nvd.nist.gov). Keep in mind that this isn’t a 
complete software listing and may not include many of the software used in healthcare.

3 Identify Potential Vulnerabilities

When you complete an SRA with HIPAAtrek, Inc., we help you list your vulnerabilities and assign likelihood.
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4 Identify Realistic Threats

Develop a list (called a threat statement) of potential threat sources related to the 
operating environment. 

Threat sources are the realistic and probable human and natural incidents that can have 
a negative impact on your organization’s ability to protect ePHI. Threat sources can be 
natural, human, or environmental. See several examples below:

Natural Human Environmental/Facility
Blizzard/hailstorm
Hurricane/flood
Earthquake
Tornado
Wildfire

HAZMAT emergency
Vehicle crash
Ransomware/malware attack
Disgruntled employee
Violent patient

Power outage
Utility failure
Gas leak
Fire in facility
Flooding in facility

Threat modelling is a method of identifying security threats. Threat models help you 
manage risks after the SRA. Use a threat model, such as STRIDE or DREAD, to get a 
complete and accurate picture of potential threats (see below). 

This is an example of HIPAAtrek’s STRIDE threat model. The numbers represent the probability (in percentage) that 
each threat source would be successful in exploiting a vulnerability should the threat attack occur. This is calculated 
by dividing the number of favorable outcomes by the number of possible outcomes, as well as the organization’s 
technical controls and known vulnerabilities.

5



STRIDE Model
The STRIDE model helps you identify computer security threats by dividing 
them into 6 categories:

Threat Desired Property
Spoofing
Tampering
Repudiation
Information disclosure
Denial of service
Elevation of privilege

Authenticity
Integrity
Non-repudiability
Confidentiality
Availability 
Authorization

The DREAD model also helps you assess the risk of computer security threats: 

• Damage. How bad would an attack be?

• Reproducibility. How easy is it to reproduce the attack?

• Exploitability. How much work is it to launch the attack?

• Affected users. How many people would be impacted?

• Discoverability. How easy is it to discover the threat?

Give each category a rating from 1 to 10. This rating helps you decide which 
issues to prioritize.

Besides threat modelling, you can use the NIST Special Publication 800-
30 Guide for Conducting Risk Assessments (https://nvlpubs.nist.gov/
nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf). Use the NIST 800-
30 tables on the next page to assess the likelihood of threat events occurring. 

DREAD Model

6

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf


NIST Special Publication 800-30, Guide for Conducting Risk Assessments, Appendix G, Page G-2 7



5 Assess Security Controls

The next step is to determine what security controls are currently in place or 
planned for implementation. The goal is to thoroughly assess the measures 
that govern the security of your facility, operations, and technology. Ask 
yourself: Do current controls minimize or eliminate risk to ePHI? 

Create a checklist or questionnaire to guide you as you review all required 
policies, procedures, controls, and safeguards. Taking full stock of your current 
security controls helps reduce your organization’s vulnerabilities.

Example of a security controls questionnaire used by HIPAAtrek. Whether or not the organization documents and 

implements its security controls gives them a rank from 1-5.
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Example of how HIPAAtrek ranks the impact of security controls on risk, with effective controls (5) causing low 

impact likelihood.

6 Assess Risk Impact

Next, conduct an asset sensitivity and criticality assessment. An asset criticality 
assessment identifies and prioritizes the sensitive information assets that support your 
organization’s critical functions (e.g. Hardware, software, systems, services).

There are 4 areas of impact: financial, legal, operational, and reputational.

The goal of assessing risk impact is to evaluate the impact a threat event would have 
on your organization’s assets. Would there be financial loss, legal repercussions, or 
reputational harm? 
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Example: You will assign higher impact levels to systems such as your organization’s 
electronic health records system because of the criticality and sensitivity of this asset. On 
the other hand, you will assign a lower impact level to a peripheral application that would 
do little damage if compromised.

Evaluate impact based on: 

• The list of vulnerabilities you discovered,

• Any threat models you used, and

• Your security controls assessment.

7 Assess Risk Probability

Now that you know the impact a threat may have on your organization’s 
assets, you need to evaluate the likelihood that a threat will exercise a 
discovered or known vulnerability. This step helps you assign priority to 
the riskiest areas as you develop your risk management plan. To assign 
probability, you will:

1. Reference your threat model(s)

2. Assign likelihood (based on a qualitative or quantitative scale) to each 
threat and vulnerability you’ve discovered so far in your SRA

Qualitative: assign likelihood as High, Medium, or Low

Quantitative: use a scale, such as 5 representing high risk and 1 representing 
low risk
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Risk tolerance refers to whether or 

not the organization will accept 

the risk or mitigate it. HIPAAtrek 

combines information about 

discovered vulnerabilities, threats, 

impact, and controls to calculate risk 

tolerance. 
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8 Document Findings

The final step of the SRA is to report your findings for each step of the risk analysis. 
You can compile the information in a single report or multiple reports. Make sure your 
documentation can be easily understood by all stakeholders who may need to read it. 

You must maintain a record of the SRA for 6 years.

After the Assessment
After the risk analysis, you’re not done yet! You need to create a risk management plan. A 
risk management plan is an actionable plan to mitigate risk. 

You will first address the risk areas you identified earlier as high-impact and high-
probability. In some cases, you will have to simply accept risks that can’t be mitigated or 
have a low impact or low probability.

Remember, risk management is an ongoing process. It serves as a guideline to deal with 
known risks between your periodic risk analyses. Risk management is also a board-level 
activity; it should involve multiple departments with cross-functionality. In other words, 
everyone in your organization needs to be prepared for a security incident.

HIPAAtrek’s risk tolerance assessment allows you to plan your mitigation efforts around specific threats/
vulnerabilities, as well as assign priority.
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HIPAAtrek, Inc. provides a cloud-based compliance 
management solution to assist practices and small 

hospitals in managing their HIPAA compliance 
program. HIPAAtrek streamlines security risk analysis, 

gap analysis, security incident management, and 
many other aspects of HIPAA compliance, helping 

clients become actively engaged in compliance goals.

 

Request a FREE demo of HIPAAtrek today.

314-272-2600 | support@hipaatrek.com

mailto:support@hipaatrek.com

