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Executive Summary

S

ocial media has become ubiquitous in the 21st-century lifestyle. We use
it in our personal lives, connecting with friends and keeping up with
trending news. We also use social media to engage with organizations
and brands. Because social media is widely accessible, cost-efficient, and
used by 77% of Americans1, it has become a powerful marketing tool in all
industries.

Social media provides an opportunity for healthcare organizations to engage
with current and prospective patients, manage the organization’s reputation
and image, and position the organization as a vital part of the community.
This can all be done outside of a clinical setting and in the digital public.
Already, 80% of social media users research hospitals, doctors, and medical
information on these sites.2 Consequently, many medical administrators
have adopted social media to harness its ability to reach the public.
Despite this marketing opportunity, some healthcare organizations shrink
back from entering the social media arena because they are afraid of
opening themselves up to medical privacy violations. The Health Insurance
Portability and Accountability Act (HIPAA) requires organizations that
handle patients’ protected health information (PHI) to maintain its privacy
and security. Furthermore, social media creates potential for a “violation of
ethical standards, patient privacy, confidentiality, and professional codes of
practice.”3 This is a very real concern for healthcare organizations.
Nevertheless, you should not let this concern prevent you from utilizing
social media as a marketing tool for your organization. The HIPAA Privacy
Rule provides instructions for maintaining PHI confidentiality, and the
Security Rule lists administrative, technical, and physical safeguards that
HIPAA-covered organizations must implement. These same rules apply to
your actions on social media.

Compliance Today authors, Sheldon-Dean and Phalke, urge healthcare
organizations to “leverage social media to its full potential rather than
treat it as a risk.”4 With the proper precautions and a comprehensive social
media marketing plan in place, your organization can reap the benefits of a
hyperconnected world.
In this white paper, you will:
•

See the most recent trends on several major social media platforms,

•

Learn how healthcare organizations are using social media to become
cornerstones in their communities, and

•

•

HIPAAtrek, Inc.

Read our recommendation for the platforms we believe are best for
healthcare organizations,

Use ten steps to develop a social media marketing plan that will advance
the mission of your organization.
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Social Media Trends

U

nsurprisingly, social media use varies by age. According to the Pew
Research Center study, “Social Media Use in 2018,” 88% of young
adults (18-29 years old), 78% of adults ages 30-49, 64% of adults
ages 50-64, and 37% of seniors (65 years and older) are social media users.5
According to the study, “Facebook remains the primary platform for most
Americans,” with about two-thirds of the U.S. adult population using the
site.5 Facebook users are also frequent users, with 74% of users visiting the
site daily, and 51% visiting it several times a day.5

The video-sharing site, YouTube, is on the rise, with three-quarters of U.S.
adults and 94% of young adults ages 18-24 using the site.5 Besides YouTube,
young adults have adopted Instagram (which is on the rise) and Snapchat
(which is on the decline) at high rates; 35% of U.S. adults are Instagram
users, and 27% are Snapchat users.5 These platforms are primarily used
to engage audiences in “real time” through highly visual content. Many
retailers and other businesses have adopted Instagram and/or Snapchat to
market their products.
LinkedIn is used by a quarter of the U.S. adult population, most commonly
among college graduates and those in high-income households.5 Half
of Americans with a college degree use the site.5 LinkedIn can help an
organization engage with professional audiences and recruit new talent.
Organizations can also share their professional accomplishments and
industry-specific content on LinkedIn.

Lastly, the microblogging site, Twitter, is used by 24% of U.S. adults and can
serve a similar function as Facebook or LinkedIn, though in 140 characters
or less.5 An organization can use Twitter to get the word out quickly and
in a small amount of words, such as tweeting updates in an emergency or
dispelling rumors or misinformation.6

Platform

Total Users

% of U.S. Adults

Facebook
YouTube
Instagram
LinkedIn
Twitter
Snapchat

2.32 billion
1.9 billion
1 billion
610 million
321 million
186 million

68%
73%
35%
25%
24%
27%

Credit: Hootsuite, "130+ Social Media Statistics that Matter to Marketers in 2019," and Pew Research
Center, "Social Media Use in 2018."

In today’s digital world, organizations that do not adopt social media may be
unable to justify the costs of their services, fail to keep up with trends and
research in a dynamic online environment, and ultimately lose market share
to their competitors.7 Consequently, most healthcare organizations have
adopted one or more social media platforms in their marketing efforts.
But which should your organization use?

HIPAAtrek, Inc.
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What Platform(s) Should Healthcare Organizations Use?

I

n the past, hospitals communicated with patients by mail or telephone. Now, that mode of communication is
being replaced by social media. In fact, “adoption of social media is widespread among US hospitals,” according to
a Journal of Medical Internet Research study.8 Researchers found that 99.4% of hospitals have a Facebook page
and 50.8% have a Twitter account.8
The platforms you choose depends on who you want to reach and with what type of content. As we have seen,
the primary users of YouTube, Instagram, and Snapchat are young adults ages 18-24. YouTube restricts content
to videos, which limits your flexibility and takes more time and resources to produce content. Instagram and
Snapchat are highly visual platforms, which could make it difficult to protect patient and information privacy. In
fact, unethical healthcare employees have been known to use Snapchat to violate patient privacy without leaving
a trace.9 For these reasons, we do not recommend adopting YouTube, Instagram, or Snapchat for your healthcare
organization’s social media presence.

Facebook still dominates the social media scene and is a daily go-to for most Americans, which perhaps promises
the most followers of any social media platform. Many people already use Facebook groups to learn about
health conditions and experience a sense of support and community. Your organization could capitalize on this
community-building opportunity.

Twitter is being used by public health professionals for professional development, such as tweeting questions and
responses during conferences and sharing scientific literature with one another and the public.6 Twitter can also
be a useful tool for healthcare professionals to monitor health trends, such as diseases, health and nutrition, and
technology/innovation.6 Both Facebook and Twitter are especially dialogic, allowing hospitals to communicate
with patients and solicit their opinions.8
LinkedIn, on the other hand, can highlight your organization’s physicians, services, and accomplishments and
represent your organization in a professional capacity. Though LinkedIn is used by fewer Americans, individuals
engaging with your
organization on LinkedIn will
likely be from the industry, so
content posted on LinkedIn will
reach a more targeted audience.
Facebook, LinkedIn, and
Twitter are flexible platforms
that allow for a variety of
content that can reach all
demographics. Therefore, we
recommend having, at the
minimum, an organizational
Facebook page and LinkedIn
account. You may also want to
adopt Twitter for the unique
benefits it provides. However,
Twitter may be a more useful
tool for individual healthcare
professionals rather than for
organizations.

A Twitter post combatting medical misinformation. ©Mark Hart, Nichole Stetten, Sabrina Islam, Katherine Pizarro.
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Social Media Marketing in Healthcare

S

ocial media has a lot of potential as a marketing tool for healthcare
organizations. According to research by Griffis et al., “hospitals may
adopt social media to improve market share, profitability, or to
advance their missions in health and health care.”8 Additionally, Griffis et
al. found that hospitals with social media activity may appear more likely
to offer state-of-the-art technologies and industry-leading treatments.8
Furthermore, healthcare organizations that “establish a presence on social
media are connecting with their patients and the local community in ways
that will position them as the go-to experts in the field,”10 as well as allow
them to protect their reputation and monitor what is being said about them
online.4

Marketing Objectives

But what should your organization’s social media marketing goals be,
and how can you best utilize these platforms to reach patients and the
community at large? We will look at the overall objectives of social
media marketing in healthcare, as well as examples of how healthcare
organizations use social media to meet their objectives.

A

ccording to a Journal of Medicine and Life study7, external marketing
serves to:

1. Grow the healthcare organization's reputation,
2. Grow the organization’s credibility,

3. Build a favorable image of the organization in the public’s mind, and
4. Trigger positive behavior towards the organization’s services.

Meeting these objectives through social media helps improve a healthcare
organization’s reputation and credibility, resulting in positive impressions
and behavior from the public, all of which adds value to the organization.11
Healthcare organizations meet their marketing objectives by sharing
health-related information, promoting health products and services, and
developing a relationship with patients through social media interaction.

Additionally, healthcare organizations grow their reputation and credibility
on social media by facilitating physician-patient communication, promoting
valuable services, and informing the public on health issues, thus providing
value to patients and the community at large.12 By becoming involved in
local health communities in this way, a healthcare organization positions
itself as a cornerstone of the community. They are serving to “inform,
educate, and empower people.”12
But what, exactly, are they posting?

HIPAAtrek, Inc.
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Content Types

I

n a study of the Facebook content of 28 healthcare institutions, researchers
found that hospitals primarily shared health-related information (35.8%
of content) to educate patients on health and wellness topics, recognized
special days (14.9% of content), and recognized employees (11.8% of
content).13 Special days served to promote health, such as National Walking
Day, raise awareness about medical conditions, or fulfill a similar purpose.13
See the graph below for the major themes found across the hospitals’
Facebook content.

©Nima Kordzadeh, Diana K Young. Originally published in the Journal of Medical Internet Research (http://www.jmir.org), 16.05.2018. 13

Healthcare organizations share the following specific types of information on social media:
•

Public service announcements

•

Health information, such as:

•

Professional articles

»» News about population health issues
»» Medication recalls

•

»» Vaccine reminders

Clinic information, such as:

»» Important clinic dates or special hours:

HIPAAtrek, Inc.
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•
•

Flu immunization

Back-to-school physicals

»» Emergency preparedness drills
»» Blood drives

»» Free blood pressure checks or other free services
»» New hospital services
•
•

»» New providers or key staff members

Staff photos or other content that puts a “human face” on the organization
Patient success stories and other community-building content

An example of how an organization can use LinkedIn to promote the cutting-edge technologies they use.

HIPAAtrek, Inc.
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An example of how an
organization can use their
Facebook page to post healthrelated reminders for their
patients.

An example of how an
organization can use
Twitter to connect with
followers on a personal
level.
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There is great potential to use social media as an avenue to develop closer relationships with patients, to stay
attuned to online conversations about your organization, and to share important information with the community.
However, where there’s great reward, there is also great risk. You must be aware of the risk to the privacy and
security of patients’ PHI, as well as the potential risk of unethical employee conduct. That’s why it’s important to
account for privacy and security concerns as you develop a social media marketing plan.

F

Develop a Social Media Marketing Plan

rom research and planning, to content creation and delivery, to
evaluation and monitoring, social media management requires the
cooperation of the entire team. More so than others, healthcare
organizations must plan, execute, and evaluate their social media plan with
caution, keeping HIPAA privacy and security rules in mind.
To get the gears turning on your social media marketing plan, follow these
ten steps:

1. Research the social media scene. What is already being said about
your organization on social media? Are employees posting about their
work or attempting to represent your organization (which they should
not do)?4 Examine what your competitors are doing on social media, and
evaluate their successes and failures. Knowing the social media scene
(community, competitors, and industry) will help you prepare to enter.
2. Create objectives for your social media presence. Determine your
objectives (preferably measurable) and set action steps to reach those
objectives. Are you positioning your organization as an industry leader,
or are you trying to become actively involved in the local community?
Do you want to improve your organization’s image? Once you know your
objectives, determine the key messages and types of content that will
help you achieve them.

3. Target your intended audience.12 Who do you want to reach? Who is
the “ideal” patient, or group, that you want to target?10 Once you know
your intended audience, you are better equipped to develop targeted
messages and content that promote your audience's wellbeing and
achieve organizational objectives. Try to create content that will rise
above the online “noise” by engaging with your followers in an enjoyable
way. Give them a reason to pay attention and interact with your
organization.

4. Establish roles, responsibilities, and an approvals system.4 One
person or team of people should be responsible for creating, monitoring,
and controlling social media activity. How will they screen posts for
HIPAA violations? Will content need the approval of the information
technology or HIPAA compliance departments? How should a social
media manager respond to a crisis on social media?
5. Conduct a risk analysis.4 Non-compliance on social media is a very real
risk. How much additional risk will your social media presence place on
your organization? What controls (such as policies and procedures) will
you put in place to protect patient privacy and information security on
social media? What HIPAA violations could happen, and how should you
control them?

HIPAAtrek, Inc.
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6. Implement social media policies and procedures. Using legal
advice, develop policies and procedures for how your organization
will use social media.4 Make sure you get buy-in from the individual(s)
responsible for managing your organization’s social media. Remember to
review and update your policies and procedures regularly.
7. Train your team. Your staff should be trained at the time they’re hired
and periodically after that.2 How will they protect patient privacy? How
will they uphold the organization’s mission and image? Use real-world
examples with your team to discuss the implications of non-compliance
online, and model professional and appropriate online behavior.14
8. Monitor your social media.4 What information is being shared,
and how? Are any online conversations potentially violating patient
privacy or information security? How will you investigate and mitigate
misconduct on your social media? Keep your ear to the keyhole and be
ready to act fast.
9. Be prepared for an audit.4 Make sure you have documentation to
account for your online activity, as well as any security incidents and
mitigation efforts. What controls, such as policies and procedures, are
in place? What steps have you taken to address privacy and security
concerns?

10. Measure the success of your social media marketing efforts.7 The
Boston Consulting Group (BCG) model, a SWOT analysis, and/or a
GANTT diagram are useful tools to help you determine the opportunities
and limitations of your organization’s marketing efforts and plan your
communication activities moving forward.7

SWOT Analysis (https://www.healthcaresuccess.com/blog/medical-advertising-agency/swot.html)
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Conclusion
•
•
•
•
•
•

Though social media opens another potential avenue for HIPAA violations, the rewards of developing a
successful social media presence far outweigh the risks, especially once your organization applies HIPAA
privacy and security rules to the digital world.

Facebook, LinkedIn, and Twitter are the most versatile social media platforms that allow you to share a
variety of content, create groups, highlight professional accomplishments, and more. Over a billion people use
Facebook (including 68% of U.S. adults), and 99% of hospitals have a Facebook page.

Hospitals are capitalizing on social media to improve their market share and profitability and to advance their
mission in health and health care. They do so by informing patients on health and wellness topics, announcing
and reporting on different types of events, and recognizing employees and special days.
Research has found that healthcare organizations are most effective when they engage interactively with
patients and prospective patients on social media.

Some of the key marketing objectives for healthcare organizations are to grow their reputation and credibility
and foster a positive image in the public’s mind, thus beneficially influencing individuals’ behavior. In this way,
healthcare organizations become cornerstones in their communities.

The steps towards developing a social media marketing plan for your organization are to 1) research, 2) set
objectives, 3) define your audience, 4) establish roles, responsibilities, and approvals, 5) conduct a risk analysis,
6) develop social media policies and procedures, 7) train your staff, 8) monitor your social media, 9) be auditready, and 10) measure your social media success.

HIPAAtrek, Inc.
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HIPAAtrek, Inc. provides a cloud-based compliance management solution to
assist practices and small hospitals in managing their HIPAA program. With
an active approach to compliance, the HIPAAtrek platform ensures every
department and employee is engaged in your compliance goals.
314-272-2600 | support@hipaatrek.com

